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THU TUONG CH1NH PHU

Ha Npi, ngay thang 10 nam 2022

CONG HOA XA HOI CHU NGHIA VIET NAM 
Doc lap - Tw do - Hanh phuc

......C

An toan thong tin mang la tru cot quan trong, xuyen suot de tao lap niem 
tin so va bao ve sir phat trien thinh vuong cua dat nirac trong ky nguyen so 
nham thirc hien thanh cong chuyen doi so quoc gia, mot trong nhung nhiem vu 
trong tam va dot pha chien luge dugc de ra tai Dai hoi dai bieu toan quoc Dang 
Cong san Viet Nam lan thu XIII. Ung cuu su co an toan thong tin mang la boat 
dong then chot, co tinh cap thiet giup cac co quan, to chuc giam thieu thiet hai, 
ngay ca khi xay ra su co nghiem trong. Tuy nhien, hien nay cong tac ung cuu 
su co an toan thong tin mang trong cac co quan, to chuc, doanh nghiep tai Viet 
Nam chua dap ung dugc yeu cau ung pho chu dong tu sum, xu ly kip thoi, hieu 
qua cac cuoc tan cong mang cd quy mo ngay cang Ion, phuc tap, cd the gay hau 
qua khd luong doi vdi su phat trien va on dinh kinh te - xa hoi.

De khac phuc cac han che, ton tai va tang cudng hieu luc, hieu qua boat 
dong ung cuu su cd an toan thong tin mang quoc gia, Thu tudng Chinh phu 
chi thi:

1. Cac bo, co quan ngang bp, co quan thupc Chinh phu, Uy ban nhan dan 
cac tinh, thanh pho true thupc trung uong, tap doan, tong cong ty nha nude va 
cac to chuc, doanh nghiep la thanh vien (hoac cd don vi true thupc la thanh 
vien) cua Mang ludi ung cuu su cd an toan thong tin mang quoc gia khan truong 
trien khai mot so npi dung sau:

a) Bp truong, Thu truong co quan ngang Bp, co quan thupc Chinh phu, 
Chu tich Uy ban nhan dan cac tinh, thanh phd true thupc trung uong, Chu tich, 
Tong giam ddc tap doan, tong cong ty nha nude va cac to chuc, doanh nghiep 
la thanh vien (hoac cd don vi true thupc la thanh vien) cua Mang ludi ung cuu 
su cd an toan thong tin mang quoc gia quan triet tdi tat ca cac to chuc, ca nhan 
thupc pham vi quan ly nguyen tac “Ung cuu su cd an toan thong tin mang la 
boat dong quan trong nham phat hien, ngan chan, xu ly va kh^c phuc kip thoi 
su cd an toan thong tin mang”; chi dao trien khai nghiem tuc cac npi dung cua 
Chi thi nay va chiu trach nhiem trudc Thu tudng Chinh phu neu lo la trong 
cong tac ung cuu su cd an toan thong tin mang, de xay ra hau qua, thiet hai 
nghiem trong tai co quan, don vi thupc pham vi quan ly.
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b) Hoat dong ung cun su co an toan thong tin mang phai chuyen tu bi dong 

sang chu dong, bao gom: chu dong thuc hien san lung moi nguy hai va ra quet 
Id hong tren cac he thong thong tin trong pham vi quan ly tdi thieu 01 ldn/6 thang; 
ban hanh phuong an, kich ban ung cun su cd cho he thong thong tin trudc ngay 
31 thang 12 nam 2022 va cap nhat kip thdi khi cd thay ddi; to chuc didn tap 
thuc chien tdi thieu 01 lan/nam ddi vdi he thong thong tin cap do 3 trd len nham 
danh gia kha nang phdng ngua xam nhap va kha nang phat hien kip thdi cac 
diem yeu ve quy trinh, cdng nghe, con ngudi. Truong hop phat hien diem yeu, 
Id hong bao mat cho phep xam nhap va kiem scat he thong thi thuc hien ddng 
thoi khac phuc diem yeu, Id hong va san lung mdi nguy hai.
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c) To chuc, kien toan lai cac Ddi ung cuu su cd trudc ngay 31 thang 12 
nam 2022 theo hudng chuyen nghiep, co dong, cd tdi thidu 05 chuyen gia an 
toan thong tin mang (bao gdm ca chuyen gia thue ngoai) dap ung chudn ky 
nang ve an toan thong tin do Bd Thong tin va Truyen thong quy dinh.

d) Co’ quan chu tri 11 linh vuc quan trong can uu tien bao dam an toan 
thong tin mang (theo Quydt dinh so 632/QD-TTg ngay 10 thang 5 nam 2017 
cua Thu tudng Chinh phu) chu trong hoat dong chia se thong tin ve cac nguy
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co, su cd mat an toan thong tin mang cho cac co quan, to chuc, doanh nghiep 
quan ly, van hanh he thong thong tin thudc linh vuc va phuc vu kip thdi, hieu 
qua cho Ddi ung cuu su cd cua linh vuc (CERT linh vuc).

d) Giao Ddi ung cuu su cd thuc hien cac nhiem vu thudng xuyen sau: lam 
dau mdi tiep nhan, quan ly su cd; ung cuu, xu ly su cd va san lung mdi nguy 
hai; nghien cuu, theo doi cac nguy co tan cdng mang, thong tin ve Id hong, 
diem yeu; luyen tap cac ky nang bao ve he thong thong tin va tham gia cac 
chuong trinh huan luyen, dien tap do Co quan didu phdi quoc gia chu tri.

e) Bd tri du kinh phi bao dam hoat ddng cua Ddi ung cuu su cd; thu hut 
nhan luc chat luong cao vao lam cdng tac ung cuu su cd an toan thong tin mang.

g) Nghiem tuc thuc hien ra soat, phat hien va khac phuc cac Id hong, diem 
f

yeu theo canh bao cua co quan chuc nang; chu ddng theo doi, phat hien sdm 
cac nguy co mat an toan thong tin mang dd kip thdi xu ly, khic phuc.

h) Cd bidn phap kiem scat nguy co mat an toan thong tin mang gay ra boi 
ben thu ba va cac chudi cung ung cdng nghe thong tin va truyen thong.

i) Nghiem tuc thuc hien cac quy dinh ve bao cao su cd an toan thong tin 
mang; day manh tuydn truyen cho ngudi dan vd vide bao cao, cung cap thong 
tin vd su cd.
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k) Khuyen khich trien khai cac chien dich nang cao y thuc canh giac cua 
ngirdi dung cuoi doi vai cac cuoc tan cong mang.

l) Cong bo thong tin dau moi (so dien thoai, thu dien tu hoac cac kenh lien 
lac khac) tiep nhan thong bao su co tren cong thong tin dien tu cua co quan 
truoc ngay 31 thang 10 nam 2022.

2. Bo Thong tin va Truyen thong co trach nhiem:

a) Huong dan phat trien Dpi ung cuu su co cho 11 lihh vuc quan trong can 
uu tien bao dam an toan thong tin mang theo Quyet dinh so 632/QD-TTg ngay 
10 thang 5 nam 2017 cua Thu tudng Chinh phu.

b) Huong dan trien khai cac boat dong thuong xuyen cua Doi ung cuu su
t f

co va xay dung khung nang luc Dpi ung cuu su co truoc ngay 30 thang 11 nam 
2022.
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c) Thuc day boat dong dien tap thuc chien an toan thong tin mang tai cac 
co quan, to chuc, doanh nghiep; su dung ket qua dien tap lam tieu chi de danh 
gia muc dp truong thanh, chuyen nghiep cac Dpi ung cuu su co hang nam.

d) Chu tri to chuc trien khai, hudng dan, theo doi, don doc, kiem tra va 
danh gia viec thuc hien Chi thi nay; tong hop, bao cao Thu tuong Chinh phu 
ket qua thuc hien.

* .3. Bp Cong anJ.Bo Quoc phong co trach nhiem:
. /*■/' ■: ‘V

■ i a) Trien khai cac boat dong ung cuu su co theo chuc nang, nhiem vu dupe 
gid<^. ’

b) Phoi hop'chat che vdi Bp Thong tin va Truyen thong trong boat dong 
ung cuu su co an toan thong tin mang quoc gia.

4. Bp Tai chinh cd trach nhiem hudng dan phan bo va uu tien ngan sach 
cho boat dong ung cuu su cd an toan thong tin mang.

z /w

5. Cac doanh nghiep cung cap dich vu vien thong, Internet:
/ \ 9 f

a) Cong bo thong tin dau moi (so dien thoai, thu dien tu hoac cac kenh
9 9

lien lac khac) tiep nhan thong bao su co tren cong thong tin (website) trudc 
ngay 31 thang 10 nam 2022; tuyen truyen cho khach hang ve each thuc phan
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anh su cd mat an toan thong tin mang.
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Nffinh&n:
- Ban Bi thir Trung uang Dang;
- Thu tircmg, cac Pho Thu turong Chinh phu;
- Cac Bo, co quan ngang Bo, co quan thuoc Chinh phu;
- HDND, UBND cac tinh, thanh pho true thupc Trung uang;
- Van phong Trung uang va cac Ban cua Dang;
- Van phong Tong Bi thu;
- Van phong Chu tich nude;
- Hoi dong Dan tpc va cac Uy ban cua Quoc hpi;
- Van phong Quoc hoi;
- Toa an nhan dan toi cao;
- Vi?n kiem sat nhan dan toi cao;
- Kiem loan nha nude;
- Uy ban trung uang Mat tran To quoc Viet Nam;
- Co quan trung uang cua cac doan th£;
- Cac Tap doan kinh te va Tong Cong ty nha nude;
- VPCP: BTCN, cac PCN, Tro ly TTg, TGD Cdng TTDT, 

cac Vu, Cue, don vi true thuoc, C6ng bao;
-Luu: VT, KSTT (2).^

7. Cac Bo truemg, Thu truong co quan ngang Bo, Thu truong co quan 
thuoc Chinh phu, Chu tich Uy ban nhan dan tinh, thanh pho true thuoc Trung
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uong, Thu truong cac co quan, don vi va cac /to chuc, ca nhan lien quan co 
trach nhiem thi hanh nghiem tuc Chi thi nay./.

KT. THU TLT6NG 
Eg TVdNG

'' • A I X •b) Nghiem tuc tuan thu cac yeu cau dieu phoi cua Co quan dieu phoi 
quoc gia trong cac boat dong ung cuu, xu ly su cd.

c) Canh bao cho khach hang cac nguy co, su co an toan thong tin mang 
tren dien rong hoac khi phat hien nguy co, su cd an toan thong tin mang lien 
quan toi khach hang; hd tro khach hang ung cuu, xu ly su cd an toan thong tin 
mang lien quan toi dich vu do doanh nghiep cung cap.

6. Cac doanh nghiep an toan thong tin mang:

a) Cuhg cap, chia se thong tin ve su cd mat an toan thong tin mang ve Bo 
Thong tin va Truyen thong (Cue An toan thong tin).
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b) Phoi hop chat che vdi Co quan dieu phoi quoc gia trong cac hoat dong 
ung cuu, xu ly su cd.

c) Chu trong viec tham gia cac to chuc quoc te ve ung cuu su cd dd day 
manh hoat dong chia se thong tin.
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